CONTRACT NAME: AGREEMENT BETWEEN QUEST
TECHNOLOGY MANAGEMENT AND DAVIS JOINT UNIFIED
SCHOOL DISTRICT

BRIEF DESCRIPTION OF CONTRACT: This Statement of Engagement includes
the parts, licensing and labor to purchase redundant firewalls. This purchase is a planned part of
our improvement to infrastructure and will provide better redundancy in the case of outages.

The cost of this agreement is not to exceed $80,862. Unused professional service hours for
installation and configuration will not be billed. No additional funding is being requested from
the general fund. The funding is allocated in the current budget.
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INTRODUCTION

Quest is pleased to provide Professional Services, as outlined in this Statement of Engagement (“SOE”)
dated April 30", 2015, to be executed for Davis Joint Unified School District (“DJUSD”). Content of this

SOE is based on Quest’s current understanding of DJUSD’s business objectives and requirements.

1 DESCRIPTION OF SERVICES
DJUSD has engaged Quest to replace their existing firewall. During this SoE Quest will assist DJUSD in

the creation of a Firewall policy. Once the policy has been completed Quest will install and configure
the new firewall. In addition to the policy creation and Firewall replacement, Quest will also configure a

cold spare Firewall for DJUSD, create a fail over procedure and test it with DJUSD IT staff.

2 PROJECT SCOPE

Firewall policy
e  Assist DJUSD with the creation of a Firewall Policy
Firewall replacement
o Configure new Firewall based on the Firewall policy and current Firewall configuration

e Install Firewall
o Configuration of Global Connect VPN
e  Cutover to new Firewall

Cold spare
e  Setup second Firewall as a cold spare
e Create a written procedure for failing over to the cold spare

e Test the failover with DJUSD IT staff
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Davis Joint Unified School District
Statement of Engagement
Firewall Replacement
Documentation

Deliver as built documentation

Items NOT included within this Statement of Engagement:

Troubleshooting or remediation of issues outside the new Firewall replacement
Hardware, software or licensing

Detailed physical cabling map

Remediation of hardware/software OEM deficiencies

Security vulnerability scanning

DR planning

3 DJUSD’s RESPONSIBILITIES:

]

Access to systems and staff necessary to the project.

Access to any existing documentation that may contribute to the success of the project.

4 ASSUMPTIONS

Individuals within DJUSD will be available to Quest technology team for historical information
pertaining to current environment,
Individuals within DJUSD will be available to Quest to provide any input necessary to best

understand the current environment as well as strategic and/or future business needs of DJUSD.

5 ESTIMATED COST

The costs identified in this SOE are based on an hourly rate for Consulting Services. Quest will discuss

(and require authorization) before exceeding approved funding levels. Consulting hours will be billed

against and will not exceed the purchase order (“PO”) unless agreed on by Quest and DJUSD. This SOE

is based on dispatch Monday — Friday, 8:00 am — 5:00 pm schedule, and any deviations from this agreed

upon schedule will be discussed and agreed on by both parties prior to initiation. Rates may be increased

for services outside of this schedule.

4/30/15

Resource Description Hourly Rate
NETWORK ENGINEER $175
PROJECT MANAGER $125
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6 INDEMNIFICATION

6.1

6.2

6.3

4/30/15

Except for the active negligence or willful misconduct of DJUSD, or any of its Boards,
Officers, Agents, Employees, Assigns and Successors in Interest, Quest undertakes and agrees
to defend, indemnify and hold harmless DJUSD and any of its Boards, Officers, Agents,
Employees, Assigns and Successors in Interest from and against all suits and causes of action,
claims, losses, demands and expenses, including but not limited to, attorneys’ fees and cost of
litigation, damage or liability of any nature whatsoever, for death or injury to any person
including Quest employees and agents, or damage or destruction of any real or tangible
personal property of either party hereto or of third parties, arising in any manner by reason of
the negligent acts, error or omissions or willful misconduct incident to the performance of this

Agreement by Quest or its Subcontractor of any tier.

In addition, Quest undertakes and agrees to defend, indemnify and hold harmless DJUSD and
any of its Boards, Officers, Agents, Employees, Assigns and Successors in Interest from and
against all third party suits and causes of action, claims, losses, demands, expenses, including
but not limited to, attorney’s fees and costs of litigation, damage or liability of any nature
whatsoever, that Quest has breached its obligations to DJUSD as described in this SOE.
Confidential information only with respect to the disclosure of such End User’s information
and to the extent such disclosure is the result of actions predominantly attributable to (as
agreed to by the parties, said agreement not to be unreasonably withheld) Quest or its
Subcontractor of any tier. The provisions of the paragraph survive expiration or termination of

this Contract.

Furthermore, except for the active negligence or willful misconduct of DJUSD or any of its
Boards, Agents, Employees, Assigns and Successors in Interest from and against any third
party suits and causes of action, claims, losses, demands and expenses, including but not
limited to, attorney’s fees and cost of litigation damage or liability of any nature whatsoever,
for lost DJUSD Data, provided however Quest or its Subcontractor of any tier, may NOT be
held liable under these sections 6.1, 6.2 and 6.3 for more than $10,000.00 or as defined in the
Limitation of Liability section (paragraph Limitation of Amount of Liability), whichever is
less.
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7 PAYMENT TERMS

e Payment terms Net 30.

e  DJUSD will be invoiced twice per month on hours used.

e  Minimum 4 hours for on-site work.

e Quest will not exceed the initial PO amount without DJUSD approval.

e Taxes —~ DJUSD shall be liable for and shall pay any state or local tax, fee, charge, or surcharge

payable for services that are subject to such imposition.

8 PERSONNEL

DJUSD will be notified, in writing, of any changes to the local personnel assigned to this engagement. If
a Quest-assigned consultant is unable to perform due to illness, resignation, or other factors beyond
Quest’s control, Quest will make every reasonable effort to provide suitable substitute personnel. Any

substitute personnel will meet all requirements and must be approved by DJUSD.
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9 RESPONSIBILITIES OF PARTIES

Quest agrees to:

L

Designate a person to whom all project communications may be addressed and who has the authority
to act on behalf of all Quest services. This person will review the SOE and associated documents with

DJUSD, thereby ensuring the clear understanding of responsibilities for both parties.

Identify a Project Coordinator for the overall project and provide project management for all activities

associated with the project.

Comply with all applicable DJUSD policies and procedures, including, but not limited to, DJUSD’s
Project Management Office guidelines.

Return all DJUSD property, including security badges, prior to termination of the Agreement.

Insofar as permitted by law, Quest shall assume the defense and hold harmless Davis Joint Unified
School District and/or any of its officers, agents or employees from any liability, damages, costs, or
expenses of any kind whatsoever, including attorneys’ fees, which may arise by reason of any harm to
person(s) or property received or suffered by reason of the sole fault or negligence of Quest, their

officers, agents or employees, arising out of their performance under the terms of this agreement.

DJUSD agrees to:

L.

4/30/15

Designate a person to whom all Quest communications may be addressed and who has the authority
to act on behalf of all DJUSD services. This person will review the SOE and associated documents

with Quest, thereby ensuring the clear understanding of responsibilities for both parties.

Provide information regarding the business structure of DJUSD, as required, so Quest can provide
services and fulfill its responsibilities under this SOE. DJUSD further agrees to schedule the

availability of appropriate personnel for interviews as required by Quest.

Provide timely review and approval of Quest information and documentation in order for Quest to

perform its obligations under this SOE.

Insofar as permitted by law, Davis Joint Unified School District (“DJUSD”) shall assume the

defense and hold harmless Quest and/or any of their officers, agents or employees from any liability,

damages, costs, or expenses of any kind whatsoever, including attorneys’ fees, which may arise by
Quest is a registered trademark of Quest Media and Supplies, Tnc. Page 7
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reason of the sole fault or negligence of DJUSD, its officers, agents or employees, arising out of its

performance under the terms of this agreement.

10 POINTS OF CONTACT

Quest Primary Contact:

Andy Samms — Account Manager
Email: Andrew_Samms@gquestsys.com
Phone: (916) 338-7070

Quest Secondary Contact:

Dave Montano — Technical Consultant
Email: Dave_Montano@questsys.com
Phone: (916) 609-8092

11 CONFIDENTIALITY

Quest agrees that Quest and its agents and personnel may have access to confidential and proprietary
information and materials belonging to or disclosed by DJUSD, whether disclosed electronically, orally,
in writing, or by display which is not generally disclosed to or known by public, concerning or pertaining
to the business of DJUSD, including, without limitation, trade secrets, data, reports, methods, techniques,
procedures, processes, methodologies, forecast, plans, employee information and DJUSD information,
and that such information is commercially valuable to DJUSD or is otherwise confidential and
proprietary to DJUSD (“Confidential Information”). Quest agrees that nothing in this SOE grants to it
any license, right, title or interest in or to the Confidential Information, except as expressly set forth
herein. DJUSD reserves all rights to its Confidential Information not expressly granted in this SOE.
Quest agrees to use Confidential Information solely for the purposes of this SOE and pursuant to the
terms of this SOE and for no other purpose whatsoever. Quest agrees to hold such information in the
strictest confidence. Quest shall use reasonable efforts to protect the confidentiality of Confidential
Information but in no event any less care than Quest takes to protect its own Confidential Information,
and will cause others to protect such information no less than to the extent set forth herein. Quest agrees

to provide DJUSD with such further assurances as reasonably requested by DJUSD from time to time.
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12 NON-SOLICITATION

12.1 Quest. During the Term and for a period of one (1) year thereafter, Quest agrees not to hire,
solicit, nor attempt to solicit the services of any employee or subcontractor of DJUSD without
the prior written consent of DJUSD. Violation of this provision shall entitle DJUSD to assert
liquidated damages against Quest equal to one (1) year of billable engineering time or

$50,000.00, whichever is greater.

12.2 DJUSD. During the Term and for a period of one (1) year thereafter, DJUSD agrees not to
hire, solicit, nor attempt to solicit the services of any employee or subcontractor of Quest
without the prior written consent of Quest. Violation of this provision shall entitle Quest to
assert liquidated damages against DJUSD equal to one (1) year of billable engineering time or

$50,000.00, whichever is greater.

13 INDEPENDENT CONTRACTOR STATUS

Parties agree that Quest is an independent contractor providing professional services and not an
employee, agent, joint venture or partner of DYUSD. Nothing in this SOE, nor in a course of dealing or by
way of any aspect of this commercial relationship, shall be interpreted or construed as creating the

relationship of employer and employee, principal and agent, joint ventures or partners between Quest and
DJUSD and/or its personnel. Neither Party shall have any right, power, authority, expressed or implied, to

bind the other.

14 LIMITATION OF LIABILITY
14.1 Limitation on indirect Liability. Neither party will be liable under this agreement for lost

revenues or indirect, special, incidental, consequential, exemplary, or punitive damages, even
if the party knew or should have known that such damages were possible and even if direct

damages do not satisfy a remedy.

14.2 Limitation on amount of Liability. Neither party may be held liable under this agreement for
more than the amount paid by DJUSD during the six (6) months under this agreement prior to

the event giving rise to liability,
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14.3 Exceptions to Limitations. These limitations of liability do not apply to breaches of
confidentiality obligations, violations of party’s Intellectual Property Rights by the other party,

or indemnification obligations.

15 GOVERNING LAW

This SOE and the rights and obligations of the Parties hereunder shall be construed in accordance with
and governed by the laws of the State of California, without giving effect to the conflict of laws principles
thereof. Any legal proceeding by a Party to enforce any provision of this SOE or arising out of this SOE
must be brought against a Party in a California Superior Court or the United States Court for the Eastern
District of California, as applicable, and each of the Parties consents to the jurisdiction of such courts and

waives any objection to the venue laid therein.

16 ACCEPTANCE

The pricing contained in this proposal shall remain valid for 30 days from the date of delivery. Prior to
beginning work, Quest requires this Statement of Engagement to be signed by an authorized
representative of DJUSD and a PO issued to cover the costs as cutlined. Upen signature, please email

signed document to: Dave_Montano@questsys.com.

Signature below denotes agreement to and approval by authorized representatives for the execution of

this proposal:
DJUSD: QUEST:

Signature: Signature:

Name: Name:

Title: Title:

Date: Date:

Contract/PO#:
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Quest
5822 Roseville Road

United States
& www.questsys.com

5821 Reseville Rd.

(P) 916-338-7070
(F) 916-338-3289

Satramento, (A

95842

Ph. 916.338.7070 | B00.326.4220
Fr. 916.338.3189

Customer Biil To

Davis Joint Unified School Davis Joint Unified School District
District (1495) Payable, Accts

Kehr, Bob 526 B Street

526 B Street
Davis, CA 95616
United States

(P) 530-757-5385

Davis, CA 95616
United States
(P) 630-757-5385

Ship Via:
UPS Ground

Special Instructions:

1 Palo Aito Networks PA-3060

2 Threat prevention subscription year 1, PA-3060

3 PANDB URL Filtering subscription year 1, PA-3060
4 WildFire subscription year 1, PA-3060

5  Premium support year 1, PA-3060

6  Palo Alto Networks PA-3060, OnSite Spare unit

7 Training Voucher-PAN-EDU-201

8  Training Voucher Provided At No Cost.

@  Paio Alto Networks Firewall Specialist -- Converged Security Implementation

*** UNUSED HOURS WILL NOT BE BILLED

10 Palo Alto Networks Project Manager -- Converged Security Implementation

*** UNUSED HOURS WILL NOT BE BILLED

The above quote is being provided per customer request. Quest has not

evaluated the suitability or compatibility of the product within the
Customer's

technology environment. Similarly, Quest does not warrant that

the functions of the product or

software will meet Customer's requirements or that the product or
software will operate in combination with other products selected by
Customer or Customer

use. Please be advised that many software and product
manufacturers will not accept returns,

which may affect your ability to return or exchange newly purchased
products and software. Quest can provide, upon request, Professional

Sacramento, California 95842

Date
Apr 27, 2015 10:07 AM PDT

Doc #
164846 -rev 2 of 2

Description
PAN 3060 - 1 Year Cold Back-Up

(P) 916-338-7070 ext. 7310
(F) 816-344-5910

Customer Contact
Kehr, Bob
bkehr@djusd.net

Ship To

Davis Joint Unified School District
Central Receiving , Bob Kehr
526 B Street

Davis, CA 95616

United States

(P) 530-757-5385

Carrier Account #:

$27,000.00 $27,000.00

PAN-PA-3080 Yes 1
(PAN-PA-3060)

PAN-PA-3060-TP No 1  $6,480.00 $6,480.00
(*MAINT)

PAN-PA-3060-URL4 No 1  $6480.00 $6,480.00
(*MAINT)

PAN-PA-3060-WF No 1  $6,480.00 $6,480.00
(*MAINT)

PAN-SVC-PREM-3060 No 1 $5183.88 $5,183.88
(*MAINT)

PAN-PA-3060-0SS Yes 1 $13,500.00 $13,500.00

(PAN-PA-3060-0SS)

VOUCHER-PAN-EDU-201 No 1 $3,000.00  $3,000.00

CREDIT No 1 §$-3,000.00 $-3,000.00
QPs No 60 $175.00 $10,500.00
QPS No 16 $125.00  $2,000.00
Subtotal: $77,623.88

Tax (7.625%): $3,088.12

Shipping: $150.00

Total: $80,862.00



Services to assist in

determining suitability and compatibility of products or

software within customer's technology

environment. Shipping charges and taxes are estimated. All charges are
subject to change without notice. Supply subject to availability. This
quoted price

includes an additional 3.5% discount for payment made in cash

or check, not involving the use of a

credit card. Payment made by credit card will waive this discount. Quotes
are valid for 30 days.



